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1 Overview

Hongdian routers support L2TP VPN function. This document shows how to build up a L2TP VPN between H8951
and H8922S, wherein we take H8922S to be the L2TP client, and the H8951 to be the L2TP Server.

If you are using your own L2TP server instead of the H8951, the L2TP server configuration may be different with
this docment.

Tips:
H8951 need to upgrade the custom firmware, which is support the L2TP Server function.

. 3G/4G Router X ‘

(@ #F 192.168.8.1/12tpserv.cgi LT + 4 14.31,19.25 -2

Build time:

1-0 DATA Time: Tue Nov 7 16

Network Applications VPN Forward Security System Status

WPDN | L2tpServer | Tunmel | IPSec | OpenVPN

L2tp Server m

Basic Settings

Local Address 192.168.5.1 *£g 192.168.1.1
IP Pool custom =

Start 192.168.5.2 *eg 192,168.1.2
End 192.168.5.12 *eg192.168.1.12
DNS 192.168.5.1 €9 152.168.1.1
Username 12tp1234 Max length is 54
Password weee Max length is 64

Advanced Settings

(D 192.168.8.1/status_main.cgi T & 4 14.31

1-0 DATA

Network Applications VPN Forward

Basic System Information LAN

Router Model

Router SN

Hardware Version

Software Version V1.0.2_160912

Temperature 0.00=C

2 L2TP VPN and Routing

This section shows you the steps about build up the L2TP VPN connection and setup subnet routing.
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Please see the application topology as below, we can ping PC2 from PC1 (or ping on the opposite).

119
'Pc \______._-—————LlTl’ ety ———— 1P gy pC 2
Server client
192 168 -2.23) 192-168-8.1 1§2445. 33| 172 15833 3))
u‘z;, 1120685 ) latp - 1f2.148.5. %

Pinging 192.168.38.211 from 192.168.8.251 with 32 bytes of data:
Reply from 192.168.38.211: bytes=32 time=167ms TTL=126
Reply from 192.168.38.211: bytes=32 time=156ms TTL=126

Notice: Your L2TP Server may not be the same as this document's case, so please prepare your L2TP Server by
yourself.

1. Open the L2TP Server function of the H8951 router, see the 12tp server shows.
3G/4G Router X

@ & 192.168.8.1/12tpserv.cgi BE ety 14

1-0 DATA

Network Applications

L2tpServer Tunnel

L2tp Server m

2. Prepare a CT SIM card, which supports public IP in EVDO network, and prepare the MC2716 3G module. Install
into the H8951.
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3G/4G Router

Network Applications

Basic System Information LANM

modem

Modem Select
Up Time
Modem Status
Metwork Type
Signal

IP Address
IMEI

Global IP Address
DNS

SIM Select
SIM Status

ICCID

ecurity

Maodem Routing Table

5622 seconds
connected
evdo

i lISD )
113.115.246.53
BOE15BB7
113.115.246.53
202,96, 128.86
sim1
ready

§9860317147551288310

3. Input custom 12tp server settings

(D& 192.168.8.1/12tpserv.cgi

1-0 DATA

Network Applications

VPDM L2tpServer

M TTI  4 14.31

L2tp Server

Basic Settings

Local Address 192.168.5.1
IP Poal custom
Start 192.168.5.2
End 192.163,5.12
DNS 192.168.5.1
Username 12tp1234
Password s

Advanced Settings

*eg192.168.1.1

*eg 192,168.1.2
*eg 192,168,112
eg 192,168, 1.1
Max length is 64

Max length is 64

4. Power on H8922S, make sure it can access the Internet, you should insert the SIM card and etc. Enable 12tp
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connection
(© 192.168.38.1/vpn.cgi B e Y 143

Control Panel

Security

Tunnel secrets Max lenath is &4 E

| 1 | l2tp | 113,115,246, 53 | I2tp1234 ’EE’EUE

5. View the log check what happen in 12tp building
113.114.242.153

@ 192.168.38.1/log.cqi B2 ety 14.31.19.25

Hongdian Connecting Machine Contr0| Panel

Security System

Local Log Remote Log Clodk ‘Account Network Test Files

Note:
Local Log Message = m m Select the type o

view, Then dlick t
content of log wil

Log Display Table log display table.

Eq id=0x75 magic=0x57220231] ~
Oct 28 19:19: 10 00:50:c2: 3b:41: 13 daemon.debug pppd[3700]: rovd [LCP EchoRep id=0x75 magic=0x7ef272bd]

Oct 28 19:19:11 00:50:c2: 3b:41: 1a daemon.debug pppd[683]: sent [LCP EchoReq id=0x2d magic=0xcFac%aic] =
Oct 28 19:19:11 00:50:c2: 3b:41: 1a daemon.debug pppd[683]: rovd [LCP EchoReq id=0x2d magic=0x8a562353]

Oct 28 19:19:11 00:50:c2: 3b:41: 1a daemon.debug pppd[683]: sent [LCP EchoRep id=0x2d magic=0xcFac%aic]

Oct 28 19:19:11 00:50:c2: 3b:41: 1a daemon.debug pppd[683]: rovd [LCP EchoRep id=0x2d magic=0x8a562853]

6. Click "view" to check it connected as below.

Interface Mame 1

Status connected
Protocol 12tp

Local IP Address 192,168.5.3
Remote IP 192.168.5.1

==
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7. Change the H8922S default LAN IP:192.168.8.1 to other's, such as 192.168.38.1.
(@D 192.168.38.1/lan_setup.cgi LTI 4 14.2

. E @ ®

Hongdian Connecting Machine Contl‘0| Pahe|

pplications VP Forwan Securiby System Status

VWAN WLAN Modem Parameter Select Metwork Type Link Badwp DHCFP Server

Host Mame router * Max length is 32

P1 192.168.38.1/24 *eg, 192.168.8.1/24

By the way, you can also use WIFi connect to H8922S and connect H8951 with PC's Ethernet
) 192.168.38.1/wlan_base.cqi 7T ¢

... E @ ®

Hongdian Connecting Machine Contr0| Pan'EII

Network Applications VP rwar Security System

LAN WWAN WLAN Modem Parameter Select Metwork Type Link Badwp

WLAN Status

8. Check the ping from the 12tp server to client.

Server (VPN IP:192.168.5.1)

root@router:~# ping 192.168.5.3

PING 192.168.5.3 (192.168.5.3): 56 data bytes

64 bytes from 192.168.5.3: seq=0 ttl=64 time=161.051 ms

You can also login CLI of both two routers for more convenient in ping:
L2TP Server : telnet 192.168.8.123
L2TP Client : telent 192.168.38.1 23

9. The routing's network shall be the subnet of the opposite end.
That is:

L2TP server: Routing network is the subnet of the I12tp client.
L2TP client:Routing network is the subnet of the I12tp server.
Server:
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(@ 192.168.8.1/static_route.cgi - SCTTI i d 14.3;

Applications VPN Forward Security

Routng | RIP | OSPF | QoS

| Route | 0.0.0.0/0 | modem |

|| Route | 192.188.38.0/24 || 12tpservo | | 223

o L e

Client:
() 192.168.38.1/static_route.cqi E T & 4 14.3

Hongdian Connecting Machine

k Applications VPN Forward

Routng | RIP = OSPF | QoS

Static Route 0.0.0.0/0 modem

I Static Route 192.168.8.0/24 wpdn1 Delete

o L e

10. Compare both iptables:
Server:
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® 192.168.8.1/route_table.cgi B2 e Y 1

1-0 DATA

Route

[ 0.0.0.0 [ 0.0.0.0 [ 0.0.0.0 [ modem || 1

[ 1431191254 [ 255.255.255,255 ] 0.0.0.0 [ modem || 0

[ 192, 168.5.3 [ 255.255.255,255 ] 0.0.0.0 [ 12tpservi || 0

[ 192, 168.8.0 [ 255.255.255.0 [ 0.0.0.0 [ bro | 0

[ 192, 168.10.0 [ 2552552550 [ 0.0.0.0 [ eto 0

[ 192, 168.13.0 [ 2552552550 [ 0.0.0.0 [ bro | 0

|| 132.168.33.0 [ 255.255.255.0 [ 0.0.0.0 | 12tpservi ] 0 |
Client:
I 192.168.38.1/route_table.cgi B e 1y 14.31

... E $ ®

Hongdian Connecting Machine

Metwork Applications VPN Forward

Basic System Information LAN WAN WLAN

Static Route L
.
| | | | |
T
| 0.0.0.0 | 0.0.0.0 | 0.0.0.0 [ modem ] 1 d
| 10.0.0.0 | 255.,255.255.0 | 0.0.0.0 [ etho | 0 fi
| 192, 168.5. 1 [ 255255255255 | 0.0.0.0 [ wpdn1 ] 0 ¢
Il 192, 168.8.0 | 255,255, 255.0 | 0.0.0.0 [ wpdmi ] 0
| 192,168.28.0 | 255,255,255.0 | 0.0.0.0 [ bro | ]
| 192, 168.38.0 | 255,255,255.0 | 0.0.0.0 [ bro | 0
Policy Route

Refresh

If you added routing rule fail, such as Server routing added fail, as below.
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() 192.168.8.1/route_table.cgi BE e oy | QL2143

1-0 DATA

Basic System Information LAN Routing Table

| | | |

| 14,31,191.254 [ 255.255.255.255 | [ | 0
| 192,168.5.3 [ 255255255255 | 0.0.0.0 [ 12tpservi || 0
| 122,168.8.0 [ 2s5.255.255.0 | 0.0.0.0 [ bro | 0
| 192, 168.10.0 | 255,255,255.0 | 0.0.0.0 [ etho | 0
| 192,163, 18.0 [ 255.255.255.0 | 0.0.0.0 [ bro | 0

Policy Route

[ tevok ] btk | ooy ] imtece |y ]

So let us delete that routing rule of server, and add it again.

| RoueType | Mewok )  Gaewsy |  eroity | Operation

| Route | 0.0.0.0/0 | modem | ’E_
| Route | 192.188.38.0/2¢4 || 2tpserv1 | ’E—

3 =1

Now it is added successful as below.
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o
(]

) 192.168.8.1/route_table.cgi B e oY 1

1-0 DATA

Applications VPN

Basic System Information LAN

Route

[ 0.0.0.0 [ 0.0.0.0 [ 0.0.0.0 [ modem || 1
[ 1431191254 [ 255.255.255,255 ] 0.0.0.0 [ modem || 0
[ 192, 168.5.3 [ 255.255.255,255 ] 0.0.0.0 [ 12tpservi || 0
[ 192, 168.8.0 [ 255.255.255.0 [ 0.0.0.0 [ bro | 0
[ 192, 168.10.0 [ 2552552550 [ 0.0.0.0 [ eto 0
[ 192, 168.13.0 [ 2552552550 [ 0.0.0.0 [ bro | 0
" 132,168,33.0 [ 255,255,255.0 [ 0.0.0.0 | Iztpservi ] 0 |
11. Ping network
) 4
‘?C \_,__.__—————-LJ—U) s —mm LiTp CHEMSS) ____ PCa
Server Client
192 168 - 223 192-168 .81 192.148. % 13 16833 311
u'?; 172.48. 5 . latp - 1fs 148 5. %

Server

root@router:~# ping 192.168.38.1

PING 192.168.38.1 (192.168.38.1): 56 data bytes

64 bytes from 192.168.38.1: seq=0 ttl=64 time=181.596 ms
64 bytes from 192.168.38.1: seq=1 ttl=64 time=190.889 ms

root@router:~# ping 192.168.38.211

PING 192.168.38.211 (192.168.38.211): 56 data bytes

64 bytes from 192.168.38.211: seq=0 ttl=127 time=208.516 ms
64 bytes from 192.168.38.211: seq=1 ttl=127 time=208.915 ms

root@router:~# ping 192.168.8.251

Client

root@router:~# ping 192.168.8.1

PING 192.168.8.1 (192.168.8.1): 56 data bytes

64 bytes from 192.168.8.1: seq=0 ttl=64 time=224.992 ms

root@router:~# ping 192.168.8.251
PING 192.168.8.251 (192.168.8.251): 56 data bytes
64 bytes from 192.168.8.251: seq=0 ttl=127 time=210.067 ms
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root@router:~# ping 192.168.38.211

Be careful:
Make sure the PCis configured the correct gateway, or it has enabled auto obtaining the IP from DHCP, as below.

Internet Protocol Version 4 (TCP/IPv4) Properties @

General | Alternate Configuration

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@ Obtain an IP address automatically
() Use the following IP address:

PC1
C:\Users\Administrator>ping -S 192.168.8.251 192.168.38.211 -t

Pinging 192.168.38.211 from 192.168.8.251 with 32 bytes of data:
Reply from 192.168.38.211: bytes=32 time=167ms TTL=126
Reply from 192.168.38.211: bytes=32 time=156ms TTL=126

PC2
C:\Users\Administrator>ping -S 192.168.8.251 192.168.38.211 -t

Pinging 192.168.38.211 from 192.168.8.251 with 32 bytes of data:

Reply from 192.168.38.211: bytes=32 time=167ms TTL=126
Reply from 192.168.38.211: bytes=32 time=156ms TTL=126

That is, PC1(192.168.8.251) and PC2(192.168.8.251) are connected.

3 L2TP VPN with multiple clients

If there are multiple clients in the VPN connection,as below:
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Ian Mrnsag

Router2~4 are the VPN clients, and make sure their LAN IP are different, such as
192.168.1.1/24, 192.168.2.1/24 and 192.168.3.1/24.

Also the slave machine PC2~PC4 also need to be in the related subnet, such as
192.168.1.2,192.168.2.2 and 192.168.3.2

After building up the VPN, following are the two routing cases:

Routing case 1

If you want to access PC2~PC4 from the PC1 (that is PC1-PC2,PC1-PC3,PC1-PC4); You can add the routing as
below:

After router2~router4 building up the VPN with the L2TP server, the client router(1~4) should add the routing
rule:

network:192.168.8.0/24 gateway:12tp interface

Forward

MNAT Routing RIP QsPF QoS

Roetpe | tewok | owway | eraty ] operaon

Static Route 0.0.0.0/0 madem

Static Route 192.168.8.0/24 vpdn1

And the L2TP server should add 3 routing rules:
network:192.168.1.0/24 gateway:12tp interface

network:192.168.2.0/24 gateway:12tp interface
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network:192.168.3.0/24 gateway:12tp interface

Routing case 2

If you want to access PC3~PC4 from the PC2(That is PC2-PC3, PC2-PC4); You can add the routing as below:
After router2~router4 building up the VPN with the L2TP server, the Router 3 and Router 4 should add the
routing rule:

network:192.168.1.0/24 gateway:12tp interface

And the Router 2 should add the routing rules:
network:192.168.2.0/24 gateway:12tp interface
network:192.168.3.0/24 gateway:12tp interface
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