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1 Overview

This article introduces How to setup IKEv2 for Hongdian Router. For Cisco Configuration on IKEv, please refer to
Cisco Guidance: IKEv1/IKEv2 Between Cisco 10S and strongSwan Configuration Example.

2 Description

1. Setup IPSec in router GUI
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2. Telnet to device
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3. Change IKE version in CLI
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routericonfig>*}# crypto iszakmp test

the dizakmp policy already exist,. now edit it
routericonfig—isakmp>#
routericonfig—isakmp>#ikev

ikeuvl ikeu2

routericonfig—isakmp>H#ikev ikeuv2
routericonfig—isakmp>#

routericonf ig—isakmp?Hwr

Conf iguration saved to stmpshdconfigscli.conf
routericonfig—isakmp>#
routericonfig—isakmp>#

4. Show run and check the IKE version in CLI.

crypto izakmp test

encryption des

hazh md5

ikev ikev2

aunthentication psk

group group?od

lifetime 28800
pre—shared-key test
initiate—mode main

"
crypto ipsec isakmp test
encryption des

hazh md5

mode auto

set pfz group?ed

lifetime 2688

protocol esp

local-subnet 172_168.8.0.-24
remote—subnet 192_168_88_8-24

Reference:
[1] Cisco.IKEv1/IKEv2 Between Cisco 10S and strongSwan Configuration Example.
https://www.cisco.com/c/en/us/support/docs/ip/internet-key-exchange-ike/117258-config-12|. pdf
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