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1 Overview

Hongdian Router supports PPTP function and acts as the VPN client.Here is the example to build up the PPTP
VPN with Windows PC.

This ducument enable the VPN server in Windows 7 to allow PPTP client to visit, wherein,the Windows 7 just
support 1 connection in this demo test.

2 Description

2.1 Topology
2.1.1 On-site diagram

The diagram can be as below. Note that Hongdian Router access to Internet by WAN, and can ping the public IP
of the PPTP Server. The PPTP connection can be build up.

" ﬂ m - m
Modem / WAN
g e

Hongdian Router
PC1 Internet

PPTP Client PPTP Server

2.1.2 Demo diagram

In this demo, we do the test through the LAN, and our diagram is as below.
Using WiFi connection:

—__ opibtation WIFi AP
- T 192.168.137.2 192.168.137.1 y
A

Hongdian Router

PPTP Client PPTP Server
10002 10.0.0.1

If your PC does not support WiFi AP, you can also use ETH connection,Router's WAN connect to Ethernet port of
the PC.
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Ethernet

: : 192.168.10.1

Hongdian Router

PPTP Client
10.0.0.2

2.2 Preparation

192.168.10.2 .

PPTP Server
10.0.0.1

2.2.1 Enable PPTP Server on Windows

Here take Windows7 to setup PPTP server.

Create a new VPN incomming connection as below.

e e

F 2
U6~
File Edit View Tools Help

Control Panel Home

Manage wireless netwaorks

Change adapter settings.

Change advanced sharing
settings

See also
HomeGroup
Internet Options

Windows Firewall

:‘: » Control Panel » Network and Internet » Network and Sharing Center

PC-20140309BCIT
(This computer)

gur active networks

| AL36
Work neti

(-1

L‘ l/- Home network
% RAS (Dial In} Interface
Public network

ESu Ll
Public network

/]

Change your networking settings

ﬁ. Set up a new connection or network

View your basic network information and set up connections

0 See full map

Internet
Connect or disconnect

Accesstype: Internet
Connections: [ FZEERlsEEE3

Access type: Internet
a U Local Ethernet

Access type: o access
Connections:

Accesstype:  Nontemet access

Connections: [ Ethernet2

Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a reuter or access point.

W Connectto s network

Connect of reconnect to a wireless, wired, dial-up, or VPN netwark connection.

Choose homegroup and sharing options

Access files and printers located on other network computers, or change sharing settings.

- ‘ +3 ‘ | Search Control Par.

Currently connected to: 5
Pl
Internet access
At360
Internet access
RAS (Dial In) Interface
Mo netwark access
= FiIHBIREIE
T Nolntenet access
Dial-up and VPN -
EEiEE =
VPN Connection ;/
hpndl dt
hvprd2 F

Open Metwork and Sharing Center I

il

<4 @
o &

Customize...
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@vh—@ v Control Panel » Network and Internet » Metwork Connections »

- Edit View Tools Advanced Help

Connect
Status -
_ | Ethernet? ‘L- hvpndl ‘L- hvpnd2
Diagnose - FiHRIFIRE Discennected Disconne
- - f@ USB to Ethernet Adapter #3 WAN Miniport (PPTP) WAN Mir
I New Incoming Connection... I
= | WMware Network Adapter VMnetl = | VMware Network Adapter VMnet3 ‘L- VPN Con
I | .
Create Copy - Enabled ) Enabled Disconne
@2 VMware Virtual Ethernet Adapter ... VMware Virtual Ethernet Adapter ... WAN Mir
Create shortcut - - s
" 1 | g
Delete = g EEE | ;
| 1 dlient connected Disconnected ) Mot conn
Rename - =P WAN Miniport (PPPOE) ) ffll 1ntei) C
Properties
Close

Add a new user, you should remember its password.

@
| sEuEmtEN
BRSO T RIAOBENASTLNEES.,

HitRYLESEA%RAU):
0% _vmware_user__ (_vmware_user_)
0 £ administrator

Dm Guest

O & lonelyshadow

S F e

EHAFA)... P (P)

(T2 | [ w4 |
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-
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i Internet(l)
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You can double click "IPv4" to Edit the IP range, such as 10.0.0.1~10.0.0.20

27 [nternet MUIEE 4 (TCP/IPVM)
OF Internet MHAEE 6 (TCP/IPV6)
28 Qos mBmit ez

=

TCP/IP, EHMPUARUN SAENY , SHAEARNERSRNRE LR,

I
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Sit:
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2.2.2 PPTP Connection Test

Local PC Test

You can use local host to connect PPTP. That is, PPTP server and client are in one host.
Use host's ethernet IP or 127.0.0.1, to build PPTP connection.
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P~ T -
)5 » ControlPanl » Network and Internct »_Network and Shering Center [ 42] [ Search Cant

File Edit View Teels Help E=]f=]

@) @ Set Up a Connection or Network

Control Panel Home

P
Manage wireless networks q Choose a connection option
Change adapter settings View you
Change advanced sharing =
sttinTe & Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet.

L& Setup a new network FAS [DTET N p

! ’ . Ne Internet access
<ag. Configure a new router or access point.

’f 3 R 102
‘j Manually connect to a wireless network No Internet access
& Cennect to a hidden network or create a new wireless profile.
= ’ e HBIRIE

m

No Internet access
Connect to a workplace

Set up a dial-up or VPN connection to your workplace.

Dial-up and VPN

>

Set up a dial-up connectien =
Cannect to the Internet using a dial-up connection.

VPN Cennection

@
hvpndl e
e
F

hvpnd2

Change your networking settings myl2TP VPN

@. Set up a new connection or network

FEEMEEE2
Set up a wireless, broadband, dial-up, ad hoc, o7 ; a router or access pi N
. -

Cennect to a network I Open Network and Sharing Canterl

=
4 0@ W
ﬂ Cheose homegroup and sharing optiens

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

See also

HomeGroup A Q
Access files snd printers located on other network computers, or change sharing settings.
Internet Options

Windows Firewall

Troubleshoot problems

Customize...

Diagnose and repair network problems, or get troubleshooting infarmation.

Jugdl il el 2@ [ATER

- ;
@r Mo network access

Dial-up and VPN A

VPN Connection Connected ﬂ*)

EnsE >
) . *
Open Metwork and Sharing Center

CIE T
© o @

Customize...

Mobile Phone Test

If your PC enable WiFi AP allow your Android Phone connected by WiFi, you can also test VPN, as below.
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17:09 @ O 0.54% 10 @ & = il (=52
< VPN
VPN D
VPH list
hdvpnZ ®
hongdian ®

qiliu ©)

win7 @

Connected

ADD VPN

So these mean the PPTP Server is OK, and you can disconnect it and turn to use Hongdian Router to connect it.

2.3 Operation

1. Visit Hongdian Router's web GUI, make sure router can ping the Windows's IP(such as 192.168.137.1), you can
use Network Test to ping, as below.
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192.168.8.1/gui/tools.cg

Connecting Machine CD”tFD' PaﬂEI
System

Local Log Remote Log Clock Account Metwork Test Files

Destination |192.168,137.1 | BN ping | Use
Con
ping
Result

2. After ping is OK, we can turn to set up the PPTP VPN.

VPDN Tunnel IPSec OpenVPi

Mote:

Max lenath is 64 m Based
numbe

Tunnel z2cre

If a ne
interfar
uemome | opeen (MR
| zmien [ T [ ) (R (B | overwr

3 =3

-

pl || pptp ||

3. Edit info, wherein, server info may be different with your PC.
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192.168.8.1/gui/vpn_change.cgi?rule=pl

Fnable 1t
Interf:
VPDN Service Enable | Disable This is °
each \E
Basic Settings If a nay
interfac
the ent
Interface Name pl * Max length is & then th
avensTi
Protocal petp ¥
Server IP ar Domain 192.168.137.1 # Max length is 64 User N
Server info The
Uzarnamea ztmian Max length iz &4 for vﬁf
Password IXTTTTET] Max Iengt’n is &4 interfac
Advanced Settings m
Authentication
Checl
CHaP * Negotiation Disable
PAP * Negotiation Disable
MS-CHAP * Neqotiation Disable
M52-CHAP ® Negotiation Disable
EAP * Negotiation Disable
Compress
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192.168.8.1/gui/vpn_change.cgifrule=pl

Compress
Compression Control Protocol * Require Dizahle
Address/Control Comprassicn * Require Disabls
Check
Protocol Field Compression ® Require Disabls
W1 TCP/IP Header Compress ® Require Disabls
Connection-1D Compressicn *' Require Disable
More
Debug * Enable Disable
Peer's DNS * Enable Disable
LCP Interval 30 1-512s
LCP Retry s 1-512 times
MTU 128-16384 B
MRU 128-18384 B
Local IP eg. 152.168.8.1
Remate IP eg. 152.168.8.254

Professional -
Input

nomppe: Disable Microsoft Point mppe required

to Point Encryption. mppe stateless
mppe required: = Stateful

Microsaft Point to Point
Encryption.

mppe stateless:Enable
Stateless Microsoft Point to Point
Encryption.

nodeflate: Disabls Deflate

Save it and wait.( Make sure the PPTP server is available, and can be con nected )
Connecting Machine

VPDM Tunnel IP5ec OpenyPi

Tunnsl s=2crets Max length is 64 m

--_
L oo [ ssetesra [ omen ] R B Q) BB
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@ 192.168.8.1/quifvpn_view.cgi?rule=pl LU
W
Connecting Machine CUntrD| PEHE'

Metwork Applications VPN Forward Security System Status

VFDM Tunnel IPSec DOpenVPMN

Interface Mame pl

Status connected
Protocol pptp

Local IP Address 10.0.0.20
Remote IP 10,0.0.12

| R J cewm |

4. You can also view the log, if connect fail, you can export the message.txt log and send to us.
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Connecting Machine ContrO'l Pan'E|

Applications VPN

Remote Log Clock

Mote:

Local Log Message ¥ E m Select the type of |

view. Then click th
content of log will |
Log Display Table log display table.

Jan 20 01:30:39 20:15:01:01:00:00 dzemon.info modem[6472]: changs_modem_parametar(interface -
modem 0} modem.c-=1453}

Jan 20 01:50;39 20:15:01:01:00:00 daemon.info modem[8472]: simcard(1),status.simcard{1}{modem.c-
=1471}

Jan 20 01:530:39 20:15:01:01:00:00 daemon.info modem[6472]: killall modem{modem.c-»4877}

Jan 20 01:530:39 20:15:01:01:00:00 daemon.warn modem[6472]: change interface modem to ECwwan
error{-1){bass_operate.c->3530Herrmo=19)

Jan 20 01:30:40 20:15:01:01:00:00 daemon.info modem[6755]: default network mode{ppp_transfor.c-
=257}

Jan 20 01:50:40 20:15:01:01:00:00 daemon.info modem[§755]: Modem dail fail resst system interval :
1440min{ppp_transfor.c->1124}

Jan 20 01:50:40 20:15:01:01:00:00 daemaon.info modem[6755]: modem_auth_type_config:
[pap+chap]=3{modem.c->6100}

Jan 20 01:30:40 20:15:01:01:00:00 daemon.info modem[6755]: modem_pin_config:[]{modem.c-
=6103}

Jan 20 01;50;40 20:15:01:01:00:00 daemon.info modem[5755]; find the modem(Quectal-EC25:15)
{modemcheck.c-=203%

Jan 20 01:50:40 20:15:01:01:00:00 daemon.warn modem[6755]: change interface modem to ECwwani
error{-1){base_operate.c->3530}errmo=19)

Jan 20 01:50:40 20:15:01:01:00:00 daemon.info modem[6755]: Release AT control port OKI(fd:6)
{modem.c-=4665¢

Jan 20 01:30:40 20:15:01:01:00:00 daemon.info modem[6472]: pppd(6755) terminate{0){modem.c-
=44851

Jan 20 01:50:40 20:15:01:01:00:00 daemon.info modem[8472]: g_dial_failed_counter++{modem.c-
4458} p
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