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Updates between document versions are cumulative. Therefore, the latest document version contains all
updates made to previous versions.
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1 Overview

Hongdian Router support to set up IPSec VPN with Fortigate Firewall,and it acts as the VPN client. Here we take
an example for guiding you to build up the IPSec connection between Hongdian Router and Fortigate Firewall.

Following we will take Hongdian H8922S Router and Fortigate-30E as the example.

2 Description

2.1 Test Topology

IPSec
N W
10.2/24 192.168
192.168.8.1/24 192.168/1.99/24
Lan over
— — — HPSee — — —

2.2 Fortigate Setup

1. LAN WAN setup: Allow ping via IPSec Test

FLIATINET.
FortiGate 30E LAN
1234 WAN
B
+ CreateMew » | [#dic [ Delete ByRole | Alphabetically
I
| T status | T Name T Members T IR/Metmask T Type T Access TR
Hardware Switch (1)
e e PING| HTTeS |55H| HTTE|
lan LEETY 192 168.1.99255.255.255.0 30 Hardware Switch (4) cess) 3
CAPWAP|
Physical (2}
=2 © wan 192.168.10.1255.255.255.0 [@ Physical Interface PING 3
"
IPSecTest 0.0.0.0255.255.255.255 @Tunne\ Interface PING. 4
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Favorites >  Edit Interface
@ Dashboard
Interface Name  IPSecTest
@ FortiView >
Type Tunnel Interface
4+ Network ~
Interface wan
Role @ | Undefined -
DNS
WANLLB Address
WAN Status Check Addressingmode  Manual
WANLLE Rules P 0000 |
Routing Remote IP ‘ 0.0.00 ‘
£ System >
Restrict Access
I, Policy & Objects >
) § Administrative Access  [] HTTPS PING [JFMG-Access  [[]CAPWAP  []SSH
& security Profiles ’ CIsNMP ] RADIUS Accounting
0 vPN >
(® DHCP Server
& User &Device >

F WiFi & Switch Controller > Admission Control

[shl Log & Report > Security Mode | None v ‘
G Monitor >

Miscellaneous
Scan Outgoing Connections to Botnet Sites Block = Monitor

Status

| 07255

G \
Interface State [t NSEAECN @ Disabled

e
2. Routing setup: Add static route direct to 192.168.8.0/255.255.255.0via |IPSec Test
>
Static Routes
5 | =Createriew | [#edic  T@cl
- Destination Gateway Interface Comment
0.0.0.0/0 192.168.10.2 wan
192.163.5.0/24 IPSecTest
1 1
Routing Monitar
2 Refresh | Q Routs Lookup
H Type Subtype Metwark Gateway Interface Up Time
5 | Static 0.0.0.0/0 192.168.10.2 @ wan
N Connected 192.143.1.0/24 0000 3G lan
Static 192.143.8.0/24 0000 @IPSEETESt
’ Connected 192.168.10.0/24 0000 @wsn

>[4

3. Policy setup: Allow IPSec to LAN, LAN to IPSec traffic, please note disable NAT

«|[< Eu > » [Total4]

Favorites > o CreateNew  [#FEcit
& Dashboard Seq# Hame

M Fortiview [ [=lipsectest-lan(1-1)
3 Network >

¥ System

B Policy & Objects

Addresses

Internet Service Database

IPSECTOLAN I IPSecPOC_remote_subnet_1

- I

2 LaNTOIPSEC i IPSecPOC local subnet 1

Q FolicyLookup [ Q5

Source

& 1PSecPOC_local_subnet_1

& 1PSecPOC _remote_subnet_1

Destination Schedule

Action NAT

[oaways  @ALL

@eweys  @aLL

+ ACCEPT € Disabled

+ ACCEPT € Disabled

2l By Sequenc

Security Profiles Log Bytes

Qutv 170.10ke

Uutm zaooke 0
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Favorites s
B Dashhoard
W FortiView >
# Metwark >
& System >
R policy & Objects v

1Pv4 Policy

Addresses

j+3

Internet Service
Database

Services

Schedules

Virtual IPs

IP Pools

Traffic Shapers

Traffic Shaping Palicy
B Security Profiles

4 VPN b3

& User & Device >

= WiFi & Switch N
Contraller

Ml Log & Report >

& anitor

OrtiGate S0 0

Favorites >
& Dashboard
e Fortiview
# Network
£ System >
LY y & Objects v

1Pv4 Pol

Addresses

Internet Service
Database

Services

Schedules

Virtual IPs

IP Pools

Traffic Shapers
Traffic Shaping Policy

B security Profiles

O VPN b

& User & Device >
WiFi & Switch N
Contraller

Ll Log & Report >

& Monitor >

4. |PSec setup:
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Edit Policy

Mame IPSECTO LAN

Incoming Interface (71 1PSecTest -
Outgoing Interface ¢ lan -

Source

Destination Address
Schedule

Service

Action

& IPS=cPOC remote_subnet_ %
& 1PS=cPOC local subnet 1 =
[@ always -
@ ALL x

U ool @ DENY | 7= LEARMN

Firewall 7 Network Options

MNAT B

Security Profiles
Antivirus

Web Filter

DS Filter
Application Control
CASI

SSL Inspection

Logging Options

RN NN N

Log Allowed Traffic €0 SISl All Sessions

Comments

Enable this policy @

Edit Policy

Mame

Incoming Interface
Qutgoing Interface
Source

Destination Address
Schedule

Service

Action

) 071023
LANTO IPSEC

3 lan -
(%) IPSecTest -

& IPS=cPOC_Jocal_subnet 1 %
B IPSecPOC_remote_subnst_ %
[@ always -
@Al ®
PR leeagl @ DENY T LEARN

Firewall / Network Options

MNAT (B

Security Profiles

Antivirus

Web Filter

DNS Filter
Application Control
casl

CRR°N'R°R

SSL Inspection
Logging Options
Log Allowed Traffic €©
Comments

Enable this policy @©

4 0/1023

Cancel
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» | EditVPM Tunnel

Mame PSecTest
Comments | OF253
& Edit
Metwork
¥
R Remote Gateway : Static IP Address, Interface :wan
i # Edit
H Authentication
Authentication Method : Pre-shared Key
IKE Version: 1, Mode: Main (1D protection)
Accept Peers: peertype_
N & Edit
Phase 1 Proposal
¥
Algorithms: 3DES-SHAL
>
Diffie-Hellman Group : 5
»
# Edit
HKAUTH
Type:Disabled
Phase 2 Selectors
Mame Local Address Remote Address O add
|ESecTest 192.1468.1.0/255.255.255. 192.148.8.0/255.255.253. &

L] L]

Favorites > || 4 CreateNew | | [#jEdit | FDelete & Printinstructions
& Dachboard
i Fortiview

Tunnel Interface Binding Template Status Ref.

> | IPSecTest B wzn 0 Custom Q1cannections 4
o Network >
& System >
B Policy & Objects >
& security Profiles >
D veN ~
IPsec Tunnels 57

IPsec Wizard
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Build time:
ﬁ Time: Fri Jun
Hongdian Connecting Machine Control Panel

VPN Forward ity System

OpenVPN

Phasel Note:

The maximum number of IPSec
‘ Interface rules that can be added is 4,

|
N I S | 111

Phase2

| | | | \
poC2 | 3des | shat [ 1e216810024  |[[EA ][ EX |

1PSec Interface

o | ww || mwe: 0B BB

I =3

... E @ ®

Hongdian Connecting Machine Control Panel
Network  App ; | VPN Forward ystem

VPDN Tunnel IPSec OpenVPN

Paolicy Nar
Policy Name POC1 * Max length is 12 The Policy |
Tnitiate Mode main ¥ centity an
Encrypt 3des v name.
Hash shal v
Authenftication psk ¥
Pre Share Key sasssaes * Max length is 64
Self Identify Max length is 64
Match identify Max length is 64
IKE Lifetime 3600 *120-86400 5
Group Mame groupls36a v
DPD Service ®' Enable Disable
DPD Delay 30 1-512 s
DPD Retry Times 3 1-512 times
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7o

Hongdian Connecting Machine

Policy Mame
Encryption Protocol
Encrypt

Hash

PFS

Group Mame
Lifetime

Local Protoport
Remote Protoport
Transport Made
Local Subnet

Remote Subnet

. u =
“ - 7ZHE
Hongdian Connecting Machine
Network App : VPN

VPDN Tunnel IPSec OpenVPN

Interface Name

Match Phasel

Match Phase2
Deastination IP or Domain

Encrypt Interface

Control Panel

ity System Sia

POC2 * Max length is 12
esp v

3des ¥

shal v

open ¥

groupls3o ¥

3600 * 120-86400 s
eg. 47:0
eg. 47:0

funnel T

192.168.8.0/24 * eg. 192.168.8.0/24

192.168.1.0/24 * Q. 192.168.88.0/24

Control Panel

Forward urity System

Status Disable

POC3 * Max length is 12
POC1 ¥
POCZ ¥
192.168.10.1 * Max length is 64

etht r

Tha B
identi
rules
name

Protc

For et
and p
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Hongdian Connecting Machine

Network Applications VPN Forward Security System Status

NAT Routing RIP OSPF QoS

StaticRoute || 192.168.10.1/32 || eth0 I [lpclete]

1 =N

2.4 Check Ping

1. From Hongdian:
BN C\WINDOWS\system32\cmd.exe - ping 192.168.1.111 -t
EH 192. 168. Y [E ' 2 B8

44
J
+

]
}
a]
I
]

2. 168.
. 168.
168.
168.

Pt pud fod fund pud pud ool fund found ekl ol

2. From Fortigate:
B Administratorn Ch\Windows\system32omd.exe - ping 192.168.3.240 -t

122 _168_.8.248: bhytes=32
122 _168_.8.248: bhytes=32
122 _168_.8.248: bhytes=32
122 _168_.8.248: bhytes=32
122 _168_.8.248: bhytes=32
122 _168_.8.248: bhytes=32

122 _168_.8.248: bhytes=32
122 _168_.8.248: bhytes=32
122 _168_.8.248: bhytes=32
122 _168_.8.248: bhytes=32
122 _168_.8.248: bhytes=32

3. IPSec traffic monitor:
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Favorites
@b Dashboard
i Fortiview
o« Netwark
£ System
I Policy & Objects
& security Profiles
oven
& User & Device
= WIFi & Switch Controller
il Log &Report
|l.-' Monitor
Routing Monitar
DHCP Monitor
WAN Link Monitor
FortiGuard Quota

IPsec

ni

-
SSL-VPN Monitor

Firewsall User Monitor

>

b

>

2 Refresh
Mame Type Remote Gateway Username Status Incoming Data Outgoing Data Phase 2 Selectors
IPSecTest O Custom 192.163.10.2 Qup 233.64k8 123.42k8 IPSecTest

>

>
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